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Office for Domestic Preparedness

The Office for Domestic Preparedness (ODDP) is the lead

Federal agency for the development and delivery of weapons
of mass destruction (WMD) terrorism response training for
the Nation’s Federal, State, and local public safety personnel.

The ODP training program enhances the capability of the
Nation to prepare for and respond to events of terrorism
involving weapons of mass destruction, including chemical,
biological, radiological, nuclear, and explosive (CBRNE)
devices. ODP awards grants to State and local jurisdictions
based upon needs and vulnerabilities assessments. ODP
provides assistance to State and local jurisdictions through
equipment acquisition support, training, exercises, and
technical assistance.

The ODP training programs are tailored for a broad
spectrum of emergency responders, including fire service,
hazardous materials, law enforcement, emergency medical
services, public health, emergency management, public
works agencies, governmental administrative, healthcare,
and public safety communications.

ODP draws upon a large number of resources to develop
and deliver these training programs. These resources include
the National Domestic Preparedness Consortium (NDPC),

active emergency responders, national associations, contract

support, and other agencies from the local, State, and
Federal levels.

The ability of ODP to draw upon such a large pool of
resources brings together a uniquely qualified training base
capable of delivering a full suite of specialized courses at the
awareness, performance, and management and planning levels.

Many of these courses have been developed and reviewed

in coordination with other Federal agencies including

the Centers for Disease Control and Prevention (CDC),
the Department of Energy (DOE), the Environmental
Protection Agency (EPA), the Federal Bureau of
Investigation (FBI), the Emergency Management Institute
(EMI), the Federal Emergency Management Agency
(FEMA), the National Fire Academy (NFA), and the Public
Health Service (PHS).

For more information on ODP and its programs, please visit
the ODP website at http://www.ojp.usdoj.gov/odp or call
the ODP State and Local Domestic Preparedness Support
Helpline at 1-800-368-6498. The Helpline is staffed
weekdays 9:00 a.m. - 6:00 p.m. (EST).

This catalog is current as of February 2003.
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How to Apply for Training

In order to attend a training class delivered by one of the STEPS TO APPLY FOR TRAINING:

ODP training partners, a request must be provided to the 1) Submit request to State Training POC (see list in
designated State training point of contact (POC) (see the Appendix A).

Training Coordinators List in Appendix A). Once the 2) Request is either approved or denied by State Training
request has been approved by the State’s designated POC.

training POC, the State training POC will work with the 3) State POC contacts ODP’s Centralized Scheduling
ODP training partner, who delivers the requested training, and Information Desk (CSID) for scheduling

to schedule the course(s) at a local site for the jurisdiction information.

. . o
or to schedule participants at the training provider’s 4) CSID contacts training partner to schedule course in

facilities. coordination with State Training POC and local

jurisdiction POC.
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TRAINING COURSE MATRIX
AWARENESS LEVEL

AWARENESS LEVEL

Course

NUMBER COURSE PROVIDER

AWR-100 Emergency Response to Terrorism: Basic Concepts CRA

AWR-101 Emergency Response to Terrorism: Basic Concepts (Train-the-Trainer) CRA

AWR-102 Emergency Response to Terrorism: Basic Concepts (Self-Study) CRA

AWR-103 Managing Civil Actions in Threat Incidents (MCATI) Basic Course (Train-the-Trainer) CRA
Terrorism Awareness for Emergency Responders (Internet)

AWR-110 http://www.teexwmdcampus.com TEEX
Emergency Medical Services (EMS): Basic Concepts for WMD Incidents (Internet)

AWR-111 http://www.teexwmdcampus.com TEEX
Public Works: Basic Concepts for WMD Incidents (Internet)

AWR-112 http://www.teexwmdcampus.com TEEX

AWR-120 Law Enforcement Response to WMD — Awareness LSU

AWR-121 Law Enforcement Response to WMD — Awareness (Train-the-Trainer) LSU

AWR-130 Incident Response to Terrorist Bombings — Awareness NMT

AWR-140 WMD Radiological/Nuclear Awareness NTS

AWR-141 WMD Radiological/Nuclear Awareness (Train-the-Trainer) NTS
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LE EMS EMA FS HZ PW GA PSC HC PH
PROVIDER DiscCIPLINE
CDC: Centers for Disease Control and Prevention LE:Law Enforcement
CDP: Center for Domestic Preparedness EMS: Emergency Medical Services
CRA: Community Research Associates EMA: Emergency Management Agency
DOE: Department of Energy FS: Fire Service
DPG: U.S. Army Dugway Proving Ground HZ: Hazardous Material (HazMat)
EMI: Emergency Management Institute PW: Public Works
FEMA: Federal Emergency Management Agency GA: Governmental Administrative
LSU:Louisiana State University PSC: Public Safety Communications
IAFF: International Association of Fire Fighters HC: Health Care
HHS: Health and Human Services PH: Public Health
NFA: National Fire Academy
NMT: New Mexico Institute of Mining and Technology
NPS: Naval Postgraduate School
NSA: National Sheriffs’ Association
NTS: Nevada Test Site
SAIC: Science Applications International Corporation
TEEX:Texas Engineering Extension Service
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TRAINING COURSE MATRIX
PERFORMANCE LEVEL

PERFORMANCE LEVEL

Course

NUMBER COURSE PROVIDER
PER-200 WMD Crime Scene Management for Emergency Responder CRA
PER-201 WMD HazMat Evidence Collection CRA
PER-202 Managing Civil Actions in Threat Incidents (MCATI):Protester Devices CRA
PER-210 Public Works: Planning for and Responding to a Terrorism/WMD Incident TEEX
PER-211 Emergency Medical Services (EMS) Operations and Planning for WMD TEEX
PER-220 Emergency Response to Domestic Biological Incidents — Operations Level LSU
PER-221 WMD Tactical Operations — Technician Level LSU
PER-222 Public Safety Response — Sampling Techniques and Guidelines LSU
PER-224 Computer-Aided Management of Emergency Operations (CAMEO) — Operations Level LSU
PER-225 Law Enforcement Response to WMD — Operations Level (Train-the-Trainer) LSuU
PER-226 Advanced Chemical and Biological Integrated Response Course (ACBIRC) — Technician Level DPG
PER-230 Incident Response to Terrorist Bombings Operations (Train-the-Trainer) NMT
PER-240 WMD Radiological/Nuclear Responder Operations Course NTS
PER-241 WMD Radiological/Nuclear Course for HazMat Technicians NTS
PER-242 WMD Exercise Development Course Mobile Training Team NTS
PER-250 Emergency Response to Terrorism: Operations Course IAFF
PER-251 Emergency Response to Terrorism: Operations Course (Train-the-Trainer) IAFF
PER-260 WMD Technical Emergency Response Training Course (Live-Agent) cbp
PER-261 WMD Hazardous Materials Technician Training Course (Live-Agent) cbp
PER-262 WMD Hazardous Materials Technician Sustainment (HTS) cop
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LE EMS EMA FS HZ PW GA PsC HC PH
PROVIDER DISCIPLINE
CDC: Centers for Disease Control and Prevention LE:Law Enforcement
CDP: Center for Domestic Preparedness EMS: Emergency Medical Services
CRA: Community Research Associates EMA: Emergency Management Agency
DOE: Department of Energy FS: Fire Service
DPG: U.S. Army Dugway Proving Ground HZ: Hazardous Material (HazMat)
EMI: Emergency Management Institute PW: Public Works
FEMA: Federal Emergency Management Agency GA: Governmental Administrative
LSU:Louisiana State University PSC: Public Safety Communications
IAFF: International Association of Fire Fighters HC: Health Care
HHS: Health and Human Services PH: Public Health
NFA: National Fire Academy
NMT: New Mexico Institute of Mining and Technology
NPS: Naval Postgraduate School
NSA: National Sheriffs’ Association
NTS: Nevada Test Site
SAIC: Science Applications International Corporation
TEEX: Texas Engineering Extension Service
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TRAINING COURSE MATRIX
PLANNING/MANAGEMENT LEVEL

PLANNING/MANAGEMENT LEVEL

Course

NUMBER COURSE PROVIDER
MGT-300 Managing Civil Actions in Threat Incidents (MCATI): Command Course CRA
MGT-310 WMD: Threat and Risk Assessment (Local Jurisdiction) TEEX
MGT-31 Mayoral Institute for WMD/Terrorism Incident Preparedness TEEX
MGT-312 Senior Officials Workshop for WMD/Terrorism Incident Preparedness TEEX
MGT-313 Incident Management/Unified Command for WMD/Terrorism Incidents TEEX
MGT-360 WMD Incident Command Training (Live Agent) cbp
MGT-361 WMD Hands-On Training (HOT) (Live Agent) cbp
MGT-380 Managing Weapons of Mass Destruction: An Executive-Level Program for Sheriffs NSA
MGT-390 Hospital Emergency Management: Concepts and Implications of WMD Terrorist Incidents SAIC
MGT-400 Homeland Security Master’s Degree Program NPS
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PROVIDER

CDC: Centers for Disease Control and Prevention
CDP: Center for Domestic Preparedness

CRA: Community Research Associates

DOE: Department of Energy

DPG: U.S. Army Dugway Proving Ground

EMI: Emergency Management Institute

FEMA: Federal Emergency Management Agency
LSU:Louisiana State University

IAFF: International Association of Fire Fighters
HHS: Health and Human Services

NFA: National Fire Academy

NMT: New Mexico Institute of Mining and Technology
NPS: Naval Postgraduate School

NSA: National Sheriffs’ Association

NTS: Nevada Test Site

SAIC: Science Applications International Corporation
TEEX: Texas Engineering Extension Service

DiSCIPLINE

LE:Law Enforcement

EMS: Emergency Medical Services
EMA: Emergency Management Agency
FS: Fire Service

HZ: Hazardous Material (HazMat)

PW: Public Works

GA: Governmental Administrative

PSC: Public Safety Communications
HC: Health Care

PH: Public Health
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Emergency Responder Guidelines

INTRODUCTION

Recent tragic events have forced the citizens of the United
States, and the public safety agencies that serve them, to
confront the terrible potential of terrorism involving the
use of weapons of mass destruction (WMD). A chemical,
biological, radiological/nuclear, or explosive/incendiary
attack would pose unprecedented challenges for police,
fire, emergency medical service, and emergency
management personnel—the Nation’s first line of defense.
The Office for Domestic Preparedness (ODP) was
established in 1998 to help provide training to first
responders across the Nation as part of an integrated
program that also includes the provision of specialized
equipment, exercises, and technical assistance. The
objective of those efforts, each of which contributes to the
overall goal, is to enhance responder capacity. To help
provide America’s response community with a baseline
understanding of the training necessary to effectively and
safely respond to an act of terrorism involving the use of
WMD, the ODP has prepared the Emergency Responder
Guidelines, which can be found in their entirety on the
ODP web page (http://www.ojp.usdoj.gov/odp). A portion
of these guidelines has been included here to give the
reader a sense for its relevancy to the catalog.

The Guidelines are offered not as definitive or official
regulations, but rather as the informed advice of subject-
matter experts from both the private and public sectors. As
such, the Guidelines are presented as neither minimum
standards nor rules. They carry no regulatory force, nor are
they implied to have such force. They are offered to the
response community as considerations for use in whatever
way a particular agency finds appropriate.

Although the Guidelines are not official regulations, they

have been written in concert with existing codes and
standards of agencies, such as the National Fire Prevention
Association (NFPA) and Federal regulatory agencies such
as the U.S. Occupational Safety and Health
Administration (OSHA). ODP has shared these
Guidelines with the other key Federal agencies involved in
first responder training, including the Federal Emergency
Management Agency, the National Fire Academy, the
Emergency Management Institute, U.S. Department of
Defense, Federal Bureau of Investigation, Environmental
Protection Agency, Federal Law Enforcement Training
Center, the Centers for Disease Control and Prevention,
and others. Their comments and recommendations are
included herein.

The Guidelines are intended to be a tool for first
responders secking to improve their training and master
their craft, reflecting a step-by-step progression from
Awareness through Performance to Planning and
Management. Moving from one step to another requires
more experience, specialized training, and depth of
understanding. The Guidelines may also be used by course
developers and trainers looking for common ground with
training programs in other jurisdictions.

HOW TO USE THE GUIDELINES

The Guidelines provide an integrated compilation of
responder skills, knowledge, and capabilities. While each
training level—Awareness, Performance, and Planning and
Management—is divided into specific response disciplines
(e.g., Law Enforcement, Fire, EMS, etc.), there are many
commonalities among each subsection. These
commonalities reflect the reality that effective WMD
response strategies must be built on interoperability and an
understanding of how all the pieces of the response fit
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together. These Guidelines help illustrate the areas where
common training and understanding—even cross-training
among disciplines—can be effectively accomplished.

A key component of the Guidelines is the appended list of
relevant training courses. This list, while not necessarily
comprehensive, is intended to provide responders with
information on those courses that provide training in the
specific response elements covered in the Guidelines. In
the print version of this document, the training list is
cross-referenced within each discipline, to help identify
relevant courses. In the electronic version, each response
element is linked to the appropriate courses, so that the
user can immediately click to the appropriate training
sources. Some training courses are, of course, applicable to
multiple elements. For a complete review of the
Guidelines, go to htep://www.ojp.usdoj.gov/odp.
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Discipline Definitions

Law Enforcement Firefighters
Individuals who, on a full-time, part-time, or voluntary Individuals who, on a full-time, part-time, or voluntary
basis, work for agencies at the local, municipal, and State basis, provide life safety services including fire suppression,
levels with responsibilities as sworn law enforcement rescue, arson investigation, public education, and
officers. Includes: prevention. Includes:

% Patrol Officers + Firefighters

< SWAT Teams < Company Officers

< Bomb Technicians « Fire Marshal’s Office

% Evidence Technicians % Urban Search and Rescue (USAR) Teams

< Supervision/Management/Incident Command + Technical Rescue Teams

% Investigations
Hazardous Materials Personnel

Emergency Medical Services Individuals who, on a full-time, part-time, or voluntary
Individuals who, on a full-time, part-time, or voluntary basis, identify, characterize, provide risk assessment, and
basis, serve as first responders, EMTs (basic), and mitigate/control the release of a hazardous substance or
paramedics (advanced) on ground-based and aecromedical potentially hazardous substance. Includes:
services to provide prehospital care. Includes: + Technicians
% EMT (basic) % Specialists
« Paramedic (advanced) < Metropolitan Medical Response System (MMRS)
+ First Responders + Environmental Quality Control

« Private Companies and Contractors Supporting
Emergency Management Agency Hazardous Materials Activities

Organizations, both local and State, which are directed to
coordinate preparation, recognition, response, and recovery | Public Works

for WMD incidents. Includes: Organizations and individuals that make up the
% State and Local Emergency Management Agencies public/private infrastructure for the construction and
(EMAs) management of these roles within the Federal level. The
« Voluntary Organizations Active in Disaster categories/roles include administration, technical,
(VOAD:) supervision, and craft (basic and advanced). Includes:
+ Professional Associations (e.g., American Society + Environmental Services (Water Quality)
of Civil Engineers, American Institute of @ Solid Waste

Architects, etc.)
% Human Service Agencies
% Private Agencies Supporting EMA Activities

% Animal Services

% Water Treatment

« Public Buildings and Parks

% Telecommunications, Electric Districts, and Digital

Cable

< Engineering and Equipment Services
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Governmental Administrative
Elected and appointed officials responsible for public
administration of community health and welfare during an
incident. Includes:

% Mayors

< Elected Officials

% Executives

« Chief Administrative Officers (City Managers and
Supporting Staff)

Public Safety Communications
Individuals who, on a full-time, part-time, or voluntary
basis, through technology, serve as a conduit and link
persons reporting an incident to response personnel and
emergency management, to identify an incident occurrence
and help to support the resolution of life safety, criminal,
environmental and facilities problems associated with the
event. Includes:

< Call Takers

« Shift Supervisors

< Medical Control Centers

« Dispatchers (EMS, Police, and Fire)
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Awareness Level Guidelines

LAW ENFORCEMENT

Awareness Level

Addresses training requirements for law enforcement
personnel who are likely to witness or discover an event
involving the terrorist/criminal use of weapons of mass
destruction (WMD) or who may be sent out to initially
investigate the report of such an event. Generally, all actions
to be taken by these personnel should be conducted from
within the cold zone. If personnel find themselves in the
warm or hot zone, they are to move from that zone and
encourage others, if ambulatory, to move to a staging area
away from the immediate threat. They should attempt to
minimize further contamination.

Awareness Level Guidelines for Law Enforcement Officers

# Recognize hazardous materials incidents.

% Know the protocols used to detect the potential
presence of WMD agents or materials.

< Know and follow self-protection measures for WMD
events and hazardous materials events.

% Know procedures for protecting a potential crime scene.

% Know and follow agency/organization’s scene security
and control procedures for WMD and hazardous
materials events.

+ Possess and know how to propetly use equipment to
contact dispatcher or higher authorities to report

information collected at the scene and to request
additional assistance or emergency response personnel.

FIRE SERVICE

Awareness Level

Addresses training requirements for firefighters who are likely
to witness or discover an event involving the
terrorist/criminal use of weapons of mass destruction
(WMD), or who may be sent out to inidally investigate the
report of such an event. Generally, all actions to be taken by
these personnel should be conducted from within the cold
zone. If personnel find themselves in the warm or hot zone,
they are to move from that zone and encourage others, if
ambulatory, to move to a staging area away from the
immediate threat.

Awareness Level Guidelines for Firefighters

 Recognize hazardous materials incidents.

+ Know the protocols used to detect the potential
presence of WMD agents or materials.

< Know and follow self-protection measures for WMD
events and hazardous materials events.

+ Know procedures for protecting a potential crime scene.

% Know and follow agency/organization’s scene security
and control procedures for WMD and hazardous
materials events.
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% Possess and know how to properly use equipment to
contact dispatcher or higher authorities to report
information collected at the scene and to request
additional assistance or emergency response personnel.

EMERGENCY MEDICAL SERVICES

Awareness Level

Addresses training requirements for emergency medical service
(EMS) providers who are likely to respond to or discover an
event involving the terrorist/criminal use of weapons of mass
destruction (WMD), or who may be sent out to initially
investigate the report of such an event. Generally, all actions
to be taken by these personnel should be conducted from
within the cold zone. If personnel find themselves in the
warm or hot zone, they are to move from that zone and
encourage others, if ambulatory, to move to a staging area
away from the immediate threat. They should attempt to
minimize further contamination. It is assumed that the EMS
provider at the awareness level does not have emergency
response supplies with him/her when arriving at the potential
WMD scene (unless dispatched). The EMS provider who is
anticipated to be covered by these Guidelines would be
trained in first aid and CPR using the Red Cross Community
First Aid Course or equivalent up to and including paramedic
trained personnel and emergency physicians.

Awareness Level Guidelines for EMS Providers
 Recognize hazardous materials incidents.
< Know the protocols used to detect the potential
presence of WMD agents or materials.

R3

% Know and follow self-protection measures for WMD
events and hazardous materials events.

< Know procedures for protecting a potential crime scene.

< Know and follow agency/organization’s scene security
and control procedures for WMD and hazardous
materials events.

+ Possess and know how to properly use equipment to

contact dispatcher or higher authorities to report
information collected at the scene and to request
additional assistance or emergency response personnel.
Know how to characterize a WMD event and be able
to identify available response assets within the affected
jurisdiction(s).

EMERGENCY MANAGEMENT

Awareness Level

Addresses training requirements for emergency management
personnel who are likely to witness or discover an event
involving the terrorist/criminal use of weapons of mass
destruction (WMD) or who may be sent out to initially
investigate the report of such an event. Generally, all actions
to be taken by these personnel should be conducted from
within the cold zone. If personnel find themselves in the
warm or hot zone, they are to move from that zone and
encourage others, if ambulatory, to move to a staging area
away from the immediate threat.

Awareness Level Guidelines for Emergency
Management Personnel
% Recognize hazardous materials incidents.
% Know the protocols used to detect the potential
presence of WMD agents or materials.
+ Know and follow self-protection measures for WMD
events and hazardous materials events.
< Know procedures for protecting a potential crime
scene.

¢ Know and follow agency/organization’s scene security
and control procedures for WMD and hazardous
materials events.

% Possess and know how to properly use equipment to
contact dispatcher or higher authorities to report
information collected at the scene and to request
additional assistance or emergency response personnel.
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PUBLIC WORKS

Awareness Level

Addresses training requirements for public works employees
who are likely to witness or discover an event involving the
terrorist/criminal use of weapons of mass destruction
(WMD), or who may be sent out to initially investigate the
report of such an event. This training should target all non-
operational employees; line personnel and operations
supervisors, including highway maintenance crews; planners,
engineers, and lab technicians; and superintendents. This
training is also appropriate for Agency Directors employed by
public works facilities associated with a local community,
including a public works facility such as wastewater
treatment or water operations covered by the emergency
response plan. Generally, all actions to be taken by these
personnel should be conducted from within the cold zone. If
personnel find themselves in the warm or hot zone, they are
to move from that zone and encourage others, if ambulatory,
to move to a staging area away from the immediate threat.

Awareness Level Guidelines for Public Works Personnel
< Recognize hazardous materials incidents.

% Know the protocols used to detect the potential
presence of WMD agents or materials.

% Know and follow self-protection measures for WMD
events and hazardous materials events.

% Know procedures for protecting a potential crime
scene.

< Know and follow agency/organization’s scene security
and control procedures for WMD and hazardous
materials events.

% Possess and know how to properly use equipment to
contact dispatcher or higher authorities to report
information collected at the scene and to request
additional assistance or emergency response personnel.
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AWARENESS LEVEL COURSE AWR-100

Basic Concepts

Delivered by Community Research Associates, Inc. (CRA),
Nashville, Tennessee

COURSE DESCRIPTION

This course addresses the special needs of responders
to incidents which may have been caused by terrorist
action. Developed for the Office for Domestic
Preparedness (ODP) by the National Fire Academy
(NFA), the course identifies basic level response to such
topics as chemical, biological, radiological, nuclear, and
explosive (CBRNE) agents, suspicious incidents,
responder self-protection, crime scene considerations,
and specialized Incident Command issues.

COURSE OBJECTIVES

% Recognize circumstances that indicate a
potential terrorist attack.

< Understand what appropriate self-protective
measures are required to respond to different
WMD events.

< Understand scene control issues involving
isolation, evacuation, and perimeter control
associated with terrorist incidents.

< Understand tactical objectives for CBRNE
incidents.

< Understand how to establish effective
command and control associated with
responder operations at a crime scene.

Emergency Response to Terrorism:

COURSE LENGTH
16 hours

PREREQUISITE
None

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Emergency Management
< Fire Service
< Hazardous Material
< Public Works
< Governmental Administrative
< Public Safety Communications
% Health Care
< Public Health

CERTIFICATE
ODP and National Fire Academy Certificate

COURSE DELIVERY
Training is provided at a local training facility.

Cost
All training and course materials are free to eligible
jurisdictions.
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Emergency Response to Terrorism:

«

Excellent instruction, additional materi-
als, and class interaction!”
Colorado Wing Civil Air Patrol

Delivered by Community Research Associates, Inc. (CRA),
Nashville, Tennessee

COURSE DESCRIPTION

This course addresses the special needs of instructors
who will be delivering the Emergency Response to
Terrorism: Basic Concepts course. Developed for the
Office for Domestic Preparedness (ODP) by the National
Fire Academy (NFA), the course identifies basic level
response to such topics as chemical, biological,
radiological, nuclear, and explosive (CBRNE) agents,
suspicious incidents, responder self-protection, crime
scene considerations, and specialized Incident Command
issues. A teach-back session is included, as well as an
informal evaluation of the instructor’s performance.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)

courses for their agency and surrounding jurisdictions.

All training materials required for indirect course
delivery by certified instructors are furnished through
Community Research Associates.

COURSE OBJECTIVES

< Recognize circumstances that indicate a
potential terrorist attack.

< Understand what appropriate self-protective
measures are required to respond to different
weapons of mass destruction (WMD) events.

< Understand scene control issues involving
isolation, evacuation, and perimeter control
associated with terrorist incidents.

AWR-101 | AWARENESS LEVEL COURSE

Basic Concepts
TRAIN-THE-TRAINER

< Understand tactical objectives for CBRNE incidents.

+ Understand how to establish effective
command and control associated with
responder operations at a crime scene.

COURSE LENGTH
24 hours

PREREQUISITE

Participants who are seeking certification to teach
Awareness-level material associated with this program
must have completed a recognized instructor training
program and/or be certified or designated as a
“trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Emergency Management
% Fire Service
< Hazardous Material
% Public Works
< Public Safety Communications
% Health Care
< Public Health

CERTIFICATE
ODP and National Fire Academy Certificate

COURSE DELIVERY
Training is provided at a local training facility.

Cost
All training and course materials are free to eligible
jurisdictions.
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AWARENESS LEVEL COURSE AWR-102

Emergency Response to Terrorism:

Basic Concepts
SELF-STUDY

Delivered by Community Research Associates, Inc. (CRA), COURSE LENGTH

Nashville, Tennessee Self-paced

COURSE DESCRIPTION PREREQUISITE

This self-study course is designed to provide a general None

introduction to the basic concepts for first responder

awareness at the scene of a potential terrorist TARGET AUDIENCE/DISCIPLINE
incident. To master the basics more thoroughly, it is & Law Enforcement

recommended that first responders complete this
course, as well as the National Fire Academy’s (NFA’s)
corresponding 16-hour course, Emergency Response to
Terrorism: Basic Concepts (AWR-100).

< Emergency Medical Services

< Emergency Management

< Fire Service

< Hazardous Material

< Public Works

< Governmental Administrative
% Public Safety Communications
% Health Care

< Public Health

COURSE OBJECTIVES

% Recognize circumstances that indicate a
potential terrorist attack.

< Understand what appropriate self-protective
measures are required to respond to different
weapons of mass destruction (WMD) events.

< Understand scene control issues involving
isolation, evacuation, and perimeter control
associated with terrorist incidents.

< Understand tactical objectives for chemical,
biological, radiological, nuclear, and explosive

CERTIFICATE
ODP and National Fire Academy Certificate

COURSE DELIVERY
Course materials are provided through the mail.

(CBRNE) incidents. CosT
+ Understand how to establish effective All training and materials are free to eligible
command and control associated with jurisdictions.

responder operations at a crime scene.
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Managing Civil Actions in Threat
Incidents (MCATI): Basic Course

Delivered by Community Research Associates, Inc. (CRA),
Nashville, Tennessee

COURSE DESCRIPTION

Law enforcement agencies that handle weapons of
mass destruction (WMD) incidents are required to
address any civil disturbances that arise as a result of
these incidents. Police need to be trained to
understand the principles involved in MCATI. Poor
crowd management within general proximity of a
WMD event can easily exacerbate the continued
spread of chemical or biological contamination, unless
non-public safety persons are prevented from entering
and exiting the threat zone.

This train-the-trainer course provides Federal, State,
and local law enforcement agencies with the
knowledge and skills necessary to prepare for and
successfully mitigate threat incidents involving civil
disorder. The course combines classtoom instruction
and numerous field exercises to allow the students to
apply the concepts and tactics in a controlled
environment. The program provides instruction in a
historical perspective of civil disturbances, mobile field
force team tactics, crowd behavior, demonstrator
tactics, room and store entries, vertical building patrol,
use of force during civil disturbances, special threats,
mass arrest, less lethal munitions, and riot control
agent familiarization for use during civil disturbances,
and concludes with a culminating exercise.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)

courses for their agency and surrounding jurisdictions.

All training materials required for indirect course
delivery by certified instructors are furnished through
Community Research Associates.

AWR-103 | AWARENESS LEVEL COURSE

TRAIN-THE-TRAINER

COURSE OBJECTIVES

+ Describe the tactics used by protestors against
public safety during a civil action.

+ |dentify the appropriate level of force to use in a
civil action.

< Demonstrate the proper procedures effecting
arrests in a mass arrest situation.

+ Describe various decontamination processes
that may be used during a civil disorder.

+ Discuss the advantages and disadvantages of
the use of chemical agents in a civil action.

+ Describe the advantages and disadvantages of
the use of less than lethal munitions in a civil
disorder.

< Demonstrate the tactics used in a civil action
when members of public safety are confronted
with hostile gunfire and sniper situations.

COURSE LENGTH
40 hours

PREREQUISITE

Participants who are seeking certification to teach
Awareness-level material associated with this program
must have completed a recognized instructor training
program and/or be certified or designated as a
“trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Emergency Medical Services
<+ Emergency Management
% Fire Service
< Hazardous Material
< Public Works
< Governmental Administrative
% Public Safety Communications
% Health Care
< Public Health
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CERTIFICATE
CRA Certificate of Completion

COURSE DELIVERY
Training will be conducted at the National Center for
Domestic Preparedness at Ft. McClellan, Alabama.

Cost
All travel, training, and course materials are free to
eligible jurisdictions.
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AWR-110 | AWARENESS LEVEL COURSE

Terrorism Awareness for

Emergency Responders
INTERNET
Distributed by the National Emergency Response and COURSE LENGTH
Rescue Training Center (NERRTC), Texas Engineering 3-4 hours (self-paced)
Extension Service (TEEX), a member of the National
Domestic Preparedness Consortium (NDPC) PREREQUISITES
None

COURSE DESCRIPTION
Upon course completion, participants will possess a TARGET AUDIENCE/DISCIPLINE
basic understanding of the terrorism threats, weapons % Law Enforcement

of mass destruction (WMD) hazards and delivery
devices and methods, and the fundamentals of the
Incident Command System (ICS) for WMD response.
The course delivery methodology consists of three
modules. Each module contains study text,
multimedia participant activities, and an end-of-

< Emergency Medical Services
<+ Emergency Management

< Fire Service

< Hazardous Material

< Public Works

module test. At the completion of the three modules, ® Govgmmental Admmis.trat'ive
participants will be required to successfully pass a < Public Safety Communications
comprehensive final exam. < Health Care

< Public Health
COURSE OBJECTIVES

Recognize basic terms and definitions associated with CERTIFICATE

terrorism and identify the three types of terrorism. TEEX Certificate of Completion (0.4 CEUs)
Identify basic terms and definitions associated with COURSE DELIVERY

WMD, identify the characteristics of biological, nuclear, Internet-based via TEEX Web Campus at
incendiary, chemical and explosive (BNICE) weapons, http://www.teexwmdcampus.com

recognize indications that a potential WMD may have
been employed, and identify equipment for protection CosT
from and detection of BNICE weapons. All training and course materials are free to eligible

individuals.
Recognize terms and definitions associated with the

ICS and identify:
+ Initial and tactical response considerations.
+“ Roles and responsibilities of the ICS components.
% Various local, state, and federal response and
assistance agencies involved in terrorism or WMD
incidents.
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AWARENESS LEVEL COURSE AWR-111

INTERNET

Delivered by the National Emergency Response and
Rescue Training Center (NERRTC), Texas Engineering
Extension Service (TEEX), a member of the National
Domestic Preparedness Consortium (NDPC)

COURSE DESCRIPTION

Upon course completion, participants will possess a
basic understanding of weapons of mass destruction
(WMD) incident management, WMD-unique EMS
responder considerations, and specific issues related to
the medical response to a WMD incident. The course
delivery methodology consists of three modules. Each
module contains study text, multimedia participant
activities, and an end-of-module test. At the
completion of the three modules, participants will be
required to successfully pass a comprehensive final
exam. The successful completion of this course
provides the participant with the background
knowledge necessary to participate in an EMS
technician-level WMD course.

COURSE OBJECTIVES
Upon completion of this course, participants will be
able to do the following:
< Apply Multi-Casualty Incident (MCl)
management principles to a WMD incident to
facilitate a smooth process from the time of the
event to the time of delivery at the hospital for
definitive care.
< Apply concepts from hazardous materials
response to WMD incidents as they relate to
gathering information and responder safety.

Emergency Medical Services (EMS):
Basic Concepts for WMD Incidents

< Recognize symptoms associated with various
chemical, biological, radiological, nuclear, and
explosive (CBRNE) weapons and understand
basic precaution and treatment considerations.

COURSE LENGTH
3-4 hours (self-paced)

PREREQUISITE

Participants must work in one of the following
disciplines/services and have completed a WMD/
Terrorism Incident Awareness Course. (AWR-110)

TARGET AUDIENCE/DISCIPLINE
< Emergency Medical Services
< Public Safety Communications
% Health Care
< Public Health

CERTIFICATE
TEEX Certificate of Completion (0.4 CEUs)

COURSE DELIVERY
Internet-based via TEEX Web Campus at
http://www.teexwmdcampus.com

Cost
All training and course materials are free to eligible
jurisdictions.
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Public Works: Basic Concepts
for WMD Incidents

Distributed by the National Emergency Response and
Rescue Training Center (NERRTC), Texas Engineering
Extension Service (TEEX), a member of the National
Domestic Preparedness Consortium (NDPC)

COURSE DESCRIPTION

Upon course completion, participants will possess a
basic understanding of Federal controlling authorities
for weapons of mass destruction (WMD) incidents; an
overview of the Incident Command System (ICS) for
WMD/terrorism incidents; and a knowledge of the
Federal resources available to State and local
jurisdictions in the event of a WMD/terrorism
incident. The course delivery methodology consists of
three modules. Each module contains study text,
multimedia participant activities, and an end-of-
module test. At the completion of the three modules,
participants will be required to successfully pass a
comprehensive final exam. The successful completion
of this course provides the participant with the
background knowledge necessary to participate in the
Public Works: Planning for and Responding to a
WMD/Terrorism Incident Course (PER-210).

COURSE OBJECTIVES
Upon completion of this course, participants will be
able to do the following:
< |dentify the Federal controlling authorities for
WMD/terrorism incidents.
% Describe the Incident Command System (ICS) for
WMD/terrorism incidents.

AWR-112 | AWARENESS LEVEL COURSE

INTERNET

< Define the Federal resources available to assist
and support their jurisdiction in the event of a
WMD/terrorism incident.

COURSE LENGTH
3-4 hours (self-paced)

PREREQUISITE

Course participants must serve in a public works
position and must have completed a WMD/Terrorism
Incident Awareness Course. (AWR-110)

TARGET AUDIENCE/DISCIPLINE
< Public Works
+ Public Safety Communications

CERTIFICATE
TEEX Certificate of Completion (0.4 CEUs)

COURSE DELIVERY
Internet-based via TEEX Web Campus at
http://www.teexwmdcampus.com

Cost
All training and course materials are free to eligible
individuals.
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AWARENESS LEVEL COURSE AWR-120

«

This course will save lives.”
Key West Police Department

Delivered by Louisiana State University (LSU), Academy
of Counter-Terrorist Education (ACE), a subdivision of
the National Center for Biomedical Research and
Training (NCBRT), a member of the National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This course addresses the special needs of law
enforcement responders to incidents which may have
been caused by terrorist action. The course identifies
basic level response to such topics as chemical,
biological, radiological, nuclear, and explosive (CBRNE)
incidents, suspicious events, responder self-protection,
site security, crime scene considerations, and
specialized Incident Command issues.

COURSE OBJECTIVES

< Understand the differences between terrorism,
domestic terrorism, right-wing terrorism, left-
wing terrorism, special interest terrorism,
international terrorism, and state-sponsored
terrorism.

< Recognize the differences between terrorist acts
and other forms of criminal activity.

< Understand the differences between a terrorist
incident, a suspected terrorist incident, and
terrorism prevention.

Law Enforcement Response to Weapons of
Mass Destruction — Awareness

< Recognize the roles and responsibilities of local,
State, and Federal government agencies in
responding to weapons of mass destruction
(WMD) incidents.

< Understand the structure and functions of an
Incident Command System (ICS) and how law
enforcement agencies operate within an ICS.

COURSE LENGTH
16 hours

PREREQUISITE
Course participants must be commissioned law
enforcement officers.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement

CERTIFICATE
LSU Academy of Counter-Terrorist Education Certificate
(1.6 CEUs)

COURSE DELIVERY

Delivered through State law enforcement training
academy. Training is provided onsite at requesting law
enforcement training academy.

Cost
All training and course materials are free to eligible
jurisdictions.
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Law Enforcement Response to Weapons of
Mass Destruction — Awareness

Delivered by Louisiana State University (LSU), Academy
of Counter-Terrorist Education (ACE), a subdivision of
the National Center for Biomedical Research and
Training (NCBRT), a member of the National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This course provides participant trainers with a general
understanding and recognition of terrorism,
identification of weapons of mass destruction (WMD)
including chemical, biological, radiological, nuclear, and
explosive (CBRNE) agents, and defensive considerations
and control issues associated with criminal incidents.
Following completion of the course, the student will be
able to implement self-protection measures; properly
and safely contain and secure the scene; initiate and
maintain appropriate control functions; and assist in
completing the transition from emergency to recovery.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)

courses for their agency and surrounding jurisdictions.

All training materials required for indirect course
delivery by certified instructors are furnished through
the Academy of Counter-Terrorist Education.

COURSE OBJECTIVES

< Understand the differences between terrorism,
domestic terrorism, right-wing terrorism, left-wing
terrorism, special interest terrorism, international
terrorism, and state-sponsored terrorism.

< Recognize the differences between terrorist acts
and other forms of criminal activity.

< Understand the differences between terrorist
incident, suspected terrorist incident, and
terrorism prevention.

AWR-121 | AWARENESS LEVEL COURSE

TRAIN-THE-TRAINER

< Recognize the roles and responsibilities of local,
State, and Federal government agencies in
responding to WMD incidents.

< Understand the structure and functions of an
Incident Command System (ICS) and how law
enforcement agencies operate within an ICS.

COURSE LENGTH
12 hours

PREREQUISITE

Course participants must be commissioned law
enforcement officers or personnel employed by an
emergency response agency. Participants who are
seeking certification to teach Awareness-level material
associated with this program must have completed a
recognized instructor training program and/or be
certified or designated as a “trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement Instructors

CERTIFICATE
LSU Academy of Counter-Terrorist Education Certificate
(1.2 CEUs)

COURSE DELIVERY
Training is provided onsite at requesting agencies.

Cost
All training and course materials are free to eligible
jurisdictions.

ODP TRAINING CATALOG AWARENESS LEVEL COURSES 13




AWARENESS LEVEL COURSE AWR-130

«

Course is very applicable to law enforce-
ment at this time.”
Beverly Hills Police Department

Delivered by the New Mexico Institute of Mining and
Technology (NMT), Energetic Materials Research and
Testing Center (EMRTC), a member of the National
Domestic Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This is an awareness level course designed to provide
basic instruction in weapons of mass destruction
(WMD), with a focus on explosives and incendiary
devices as terrorist weapons. The course includes
classroom presentations that address potential
terrorist targets in U.S. communities, common military
and commercial explosives (available to terrorists),
improvised explosive devices (IEDs), and response
procedures that support safe and effective operations
during bomb incidents.

COURSE OBJECTIVES

< To prepare emergency responders to perform
effectively during incidents of terrorism
involving energetic materials (explosives and
incendiaries).

% Instill participants with respect for the
destructive potential of energetic materials that
may be used by terrorists in a WMD incident.

COURSE LENGTH
4 hours

Incident Response to Terrorist
Bombings — Awareness

PREREQUISITE
Course participants must meet one of the following
criteria:
< Be certified by their departments as firefighters
or law enforcement officers, or assigned to
positions in other agencies that provide initial
response to WMD incidents.
< Be employed by: State or local government crisis
planning organization/civil defense; civil public
works department or publicly owned utility;
mutual aid partners in crisis management;
public or private health community; Red Cross
and shelter operations; allied professionals (on a
need-to-know basis); and other responding
personnel with a need to know.

TARGET AUDIENCE/DISCIPLINE
% Law Enforcement
< Emergency Medical Services
< Fire Service
% Hazardous Material
< Public Works
< Public Safety Communications

CERTIFICATE

New Mexico Institute of Mining and Technology,
Energetic Materials Research and Testing Center
Certificate

COURSE DELIVERY

Training is provided by graduate instructors of the
Incident Response to Terrorist Bombings Operations
level course. By special request, training is available for
large audiences by EMRTC instructors.

Cost
All training and course materials are free to eligible
jurisdiction.
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AWR-140| AWARENESS LEVEL COURSE

WMD Radiological/Nuclear Awareness

Delivered by the U.S. Department of Energy (DOE)
National Nuclear Security Administration, Nevada
Operations Office (NNSA/NV), National Center for
Exercise Excellence (NCEE), at the Nevada Test Site (NTS)

COURSE DESCRIPTION

This course is designed to prepare trainers to deliver a
4-hour Radiological/Nuclear Awareness Course, using
a prepared lesson plan. Participants will have an
opportunity to learn the basics of platform
presentation and classroom discussion, and will
present a portion of the Radiological/Nuclear
Awareness Course as part of their training.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)
courses for their agency and surrounding jurisdictions.
All training materials required for indirect course
delivery by certified instructors are furnished through
the U.S. Department of Energy/NNSA.

COURSE OBJECTIVES

< Describe the radiological/nuclear threat of
terrorism and its potential impact on the
community.

< Describe the basic properties of radiation and its
effects on responders in a radiological
environment.

% Explain the health effects on the responders and
victims in a radiological/nuclear incident and
basic principles of emergency medical
treatment.

< Apply time, distance, and shielding concepts to
reduce exposure while operating in a radiation
environment.

< Operate a variety of radiological instruments to
determine the presence and quantity of
radiation.

< Use survey techniques to determine the
radiological hazards and to make tactical decisions.

+ Describe the design and construction features
of containers used for radiological/nuclear
material.

< Describe the issues and considerations
associated with managing large-scale
radiological/nuclear incidents.

+ Determine tactical considerations in responding
to radiation incidents based upon information
from the previous modules.

COURSE LENGTH
16 hours

PREREQUISITE
None

TARGET AUDIENCE/DISCIPLINE
% Law Enforcement
< Emergency Medical Services
<+ Emergency Management
< Fire Service
% Hazardous Materia
< Public Works
+ Public Safety Communications
< Health Care
< Public Health

CERTIFICATE

Issued by the U.S. Department of Energy, National
Center for Exercise Excellence, Nevada Test Site:
Radiological/Nuclear Awareness Certificate (1.6 CEUs)

COURSE DELIVERY

Delivered at the U.S. Department of Energy, National
Center for Exercise Excellence, Nevada Test Site, or at
participants’locations.

Cost
All training and course materials are free to eligible
jurisdictions.
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AWARENESS LEVEL COURSE AWR-141

TRAIN-THE TRAINER

Delivered by the U.S. Department of Energy (DOE)
National Nuclear Security Administration, Nevada
Operations Office (NNSA/NV), National Center for
Exercise Excellence (NCEE), at the Nevada Test Site (NTS)

COURSE DESCRIPTION

This course is designed to prepare trainers to deliver a
4-hour Radiological/Nuclear Awareness Course, using
a prepared lesson plan. Participants will have an
opportunity to learn the basics of platform
presentation and classroom discussion, and will
present a portion of the Radiological/Nuclear
Awareness Course as part of their training.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)
courses for their agency and surrounding jurisdictions.
All training materials required for indirect course
delivery by certified instructors are furnished through
the U.S. Department of Energy/NNSA.

COURSE OBJECTIVES

< Describe the radiological/nuclear threat of
terrorism and its potential impact on the
community.

< Describe the basic properties of radiation and its
effects on responders in a radiological
environment.

% Explain the health effects on the responders and
victims in a radiological/nuclear incident and
basic principles of emergency medical
treatment.

< Apply time, distance, and shielding concepts to
reduce exposure while operating in a radiation
environment.

< Operate a variety of radiological instruments to
determine the presence and quantity of
radiation.

WMD Radiological/Nuclear Awareness

% Use survey techniques to determine the
radiological hazards and to make tactical
decisions.

< Describe the design and construction features
of containers used for radiological/nuclear
material.

< Describe the issues and considerations
associated with managing large-scale
radiological/nuclear incidents.

< Determine tactical considerations in responding
to radiation incidents based upon information
from the previous modules.

% Instructional Objective — the role to be played by
new trainer will be described and adherence to
the prepared instructional materials will be
reinforced

COURSE LENGTH
16 hours

PREREQUISITE

Participants who are seeking certification to teach
Awareness-level material associated with this program
must have completed a recognized instructor training
program and/or be certified or designated as a
“trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Emergency Management
% Fire Service
< Hazardous Material
% Public Works
< Public Safety Communications
% Health Care
< Public Health
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CERTIFICATE COURSE DELIVERY
Issued by the U.S. Department of Energy, National Delivered at the U.S. Department of Energy, National
Center for Exercise Excellence, Nevada Test Site: Center for Exercise Excellence, Nevada Test Site, or at
« Radiological/Nuclear Awareness Certificate participants’ locations.
% Train-the-Trainer for Radiological/Nuclear
Awareness Certificate CosT
(1.6 CEUs) All training and course materials are free to eligible
jurisdictions.
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Paformance Level Guidelines

LAW ENFORCEMENT

Performance Level

This level is divided into two parts with a separate set of
training guidelines for each part. The training guidelines
for the law enforcement officer at the performance level
target officers who will likely be responding to the scene of
a hazardous materials event or a potential weapons of mass
destruction (WMD) event. These officers will conduct
onscene operations within the warm zone and/or the hot
zone (if properly trained and equipped) on the scene of a
potential WMD or hazardous materials incident. It is
expected that those officers trained for Performance Level
A will work in the warm zone and cold zone and support
those officers working in the hot zone. Officers trained for
Performance Level B will work in the hot zone, as well as
in the other zones set up on the incident scene as needed.

Performance Level A [Operations Level] Guidelines for
Law Enforcement Officers

# Have successfully completed adequate and proper
training at the Awareness Level for events involving
hazardous materials, WMD, and other specialized
training.

# Know the Incident Command System (ICS) and be
able to follow Unified Command procedures for the
integration and implementation of each system.
Know how the systems integrate and support the
incident. Be familiar with the overall operation of
the two command systems and be able to assist in
implementation of Unified Command if needed.

< Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.

< Know and follow procedures for working at the
scene of a potential WMD event.
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Performance Level B [Technician Level] Guidelines for
Law Enforcement Officers

< Have successfully completed training at the
Awareness Level and Performance Level A for events
involving hazardous materials, WMD, and other
specialized training.

% Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.

< Know and follow procedures for performing
specialized work at the scene of a potential WMD
event.

% Know and follow Incident Command System and
Unified Command procedures and steps required
for implementation of each system. Understand
how the two systems are to work together.

FIRE SERVICE

Performance Level

This level is divided into two parts with a separate set of
training guidelines for each part. The training guidelines
for firefighters at the performance level target firefighters
who will likely be responding to the scene of a hazardous
materials event or a potential weapons of mass destruction
(WMD) event. These firefighters will conduct onscene
operations within the warm zone and/or the hot zone (if
properly trained and equipped) on the scene of a potential
WMD or hazardous materials incident. It is expected that
firefighters trained for Performance Level A will work in
the warm zone and cold zone and support those
firefighters working in the hot zone. Firefighters trained for
Performance Level B will work in the hot zone, as well as
in the other zones set up on the incident scene as needed.

Performance Level A [Operations Level] Guidelines for
Firefighters

# Have successfully completed adequate and proper
training at the Awareness Level for events involving
hazardous materials, and for WMD and other
specialized training.
Know the Incident Command System and be able
to follow Unified Command System procedures for
integration and implementation of each system.

o

Know how the systems integrate and support the
incident. Be familiar with the overall operation of
the two command systems and be able to assist in
implementation of the Unified Command System if

needed.

Know and follow self-protection measures and

>

"

rescue and evacuation procedures for WMD events.
Know and follow procedures for working at the
scene of a potential WMD event.

X3

Performance Level B [Technician Level] Guidelines fr
Firefighters
< Have successfully completed training at the
Awareness Level and Performance Level A for events
involving hazardous materials, WMD, and other
specialized training.
< Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.
% Know and follow procedures for performing
specialized work at the scene of a potential WMD
event.
< Know and follow Incident Command System and
Unified Command System procedures and steps
required for implementation of each system.
Understand how the two systems are to work
together.
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EMERGENCY MEDICAL SERVICES

Performance Level

This level is divided into two parts with a separate set of
training guidelines for each part. The training guidelines
for emergency medical services (EMS) providers at the
performance level target personnel who will likely be
responding to the scene of a hazardous materials event or a
potential weapons of mass destruction (WMD) event.
These EMS responders will conduct onscene operations
within the warm zone and cold zone on the scene of a
potential WMD or hazardous materials incident. They are
expected to provide emergency medical assistance and
treatment to the victims and support those involved in the
control and mitigation of the onscene hazards, and to assist
in bringing the incident to a successful conclusion. EMS
responders trained for Performance Level A will work in
the warm and cold zones and support the other emergency
responders in any of the three zones. EMS responders
trained for Performance Level B will supervise or serve as
team leaders for EMS groups given various assignments by
the incident commander (IC) or incident management
team under Unified Command. Performance Level B EMS
responders will work in the warm and cold zones, but they
will have some special training in rescuing or assisting in
rescuing victims in the hot zone. Hot zone rescue efforts
will be coordinated with the fire service and HazMat
responders.

Performance Level A [Medics Level] Guidelines for
EMS Responders
% Have successfully completed adequate and proper
training at the Awareness Level for events involving
hazardous materials andWMD, and other
specialized training.
< Know the Incident Command System and be able
to follow Unified Command procedures for
integration and implementation of each system.

Know how the systems integrate and support the
incident. Be familiar with the overall operation of
the two command systems and be able to assist in
implementation of Unified Command if needed.

% Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.

% Know and follow procedures for working at the
scene of a potential WMD event.

Performance Level B [Tactical EMS/Medics Level]
Guidelines for EMS Responders

< Have successfully completed training at the
Awareness Level and Performance Level A for events
involving hazardous materials and WMD, and other
specialized training.

% Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.

< Know and follow procedures for performing
specialized work at the scene of a potential WMD
event.

% Know and follow Incident Command System and
Unified Command procedures and steps required
for implementation of each system. Understand
how the two systems are to work together.

HAZARDOUS MATERIALS

Performance Level

This performance level will be a single tier of training
guidelines for hazardous materials (HazMat) emergency
responders. These guidelines at the performance level target
those emergency responders who will be responding to the
scene of a hazardous materials event or potential weapons of
mass destruction (WMD) event. These HazMat responders
will conduct onscene operations within the hot and warm
zones at the scene of a potential WMD or hazardous
materials event. These personnel may also work in the cold
zone as needed. These HazMat responders will likely be
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involved in controlling and mitigating hazards found on the
scene and in bringing the incident to a successful conclusion
under the direction of an operations officer and the onscene
incident commander (IC).

Performance Level [Technician Level] Guidelines for
HazMat Responders

< Have successfully completed training at the
Awareness Level and Performance Level A for events
involving hazardous materials, WMD, and other
specialized training.

% Know the Incident Command System and be able
to follow Unified Command procedures for
integration and implementation of each system.
Know how the systems integrate and support the
incident. Be familiar with the overall operation of
the two command systems and be able to assist in
implementation of Unified Command if needed.

% Know and follow self-protection measures and
rescue and evacuation procedures for WMD events.

< Know and follow procedures for working at the
scene of a potential WMD event.

PUBLIC WORKS

Performance Level

This Performance Level addresses training requirements for
all non-operational employees; line personnel and
operations supervisors; planners, engineers, and lab

technicians; and superintendent/agency directors employed
by public works facilities. These personnel will be involved
in a community response to a weapons of mass destruction
(WMD) incident, particularly an incident affecting
wastewater treatment or water operations, which may
represent WMD targets. It is assumed that non-public
works personnel will comprise emergency responders.
Therefore, training requirements associated with any
Federal or State contingency planning and preparedness
requirements for responding to such an incident are not
considered.

Performance Level A [Operations Level] Guidelines for
Public Works Personnel
< Performance level training—General line operations
personnel and supervisors. Have successfully
completed additional training beyond Awareness
Level to be able to provide skilled support services
in the event of a WMD attack targeting a public
works facility.
< Performance level training—Planners, engineers,
and lab technicians. Have successfully completed
additional training to effectively respond to a WMD
incident either within a public works facility or
within the community.
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PER-200 | PERFORMANCE LEVEL COURSE

Weapons of Mass Destruction Crime Scene
Management for Emergency Responders

Delivered by Community Research Associates, Inc. (CRA), PREREQUISITE

Nashville, Tennessee Affiliation with a public safety agency
COURSE DESCRIPTION TARGET AUDIENCE/DISCIPLINE

The course objective is to provide emergency % Law Enforcement

responders with an understanding of the crime scene + Emergency Medical Services

process. Responders will also learn how to assist in
crime scene protection and interact with crime scene
investigators. This Operations Level course was
developed by CRA to serve the needs of emergency
responders previously untrained for responses to
weapons of mass destruction (WMD) crime scenes.

< Emergency Management

< Fire Service

< Hazardous Material

< Public Safety Communications

CERTIFICATE

COURSE OBJECTIVES CRA Certificate of Completion

% Recognize terrorism and a WMD crime scene.
+ Recognize the importance of the emergency
responder’s role at a WMD crime scene.

COURSE DELIVERY
Training will be conducted at local or State training

i ) - facilities.
< Recognize legal issues surrounding a WMD
crime scene. CosT
% Identify special considerations at a WMD crime Al training and course materials are free to eligible
scene. jurisdictions.

+ Define the management of a WMD crime scene.
< |dentify the steps used to identify, protect, and
collect evidence at a WMD crime scene.

COURSE LENGTH

8 hours

Note: The one-day Operations Level course, WMD
Crime Scene Management for Emergency Responders
(PER-200) and the two-day Technician Level course,
WMD HazMat Evidence Collection (PER-201) can be
provided as a three-day program.
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PERFORMANCE LEVEL COURSE PER-201

Weapons of Mass Destruction HazMat
Evidence Collection

Delivered by Community Research Associates, Inc. (CRA), COURSE LENGTH

Nashville, Tennessee 16 hours

Note: The one-day Operations Level course, WMD
COURSE DESCRIPTION Crime Scene Management for Emergency Responders
This OSHA Technician Level course involves instruction (PER-200) and the two-day Technician Level course,
in how to collect weapons of mass destruction (WMD) WMD HazMat Evidence Collection (PER-201) can be
hazardous materials (HazMat) evidence and ensure provided as a three-day program.
that collection protocols are followed and that proper
chain of custody is maintained. This course has been PREREQUISITE
jointly developed by CRA and the Federal Bureau of PER-200
Investigation’s (FBI's) Hazardous Materials Response
Unit (HMRU). Emergency responders may be asked to TARGET AUDIENCE/DISCIPLINE
assist in hazard risk assessment and to act as a crime < Law Enforcement

scene “specialist” in the actual collection of evidence at
the direction of crime scene investigators. The
objective is to provide HazMat technicians with the
skills and knowledge to effectively collect hazardous
criminal evidence as a crime scene “specialist” at the
direction of law enforcement. The two-day course is
composed of classroom hours and a practical scenario.

< Emergency Medical Services

< Emergency Management

< Fire Service

< Hazardous Material

< Public Safety Communications

CERTIFICATE
COURSE OBJECTIVES CRA Certificate of Completion

+ |dentify the safe and helpful participation in a
WMD crime scene process.

< Properly identify, characterize, collect and
package WMD evidence.

% Describe and understand the chain-of-custody

COURSE DELIVERY

This course is delivered at State, regional, or local
training facilities. It is composed of both classroom
hours and a practical scenario. Although it is not
required, participants are encouraged to bring their

in evidence collection. own personal protective equipment (PPE). Class size is
% Describe the evidence decontamination process. limited to 20.
< Demonstrate hands-on participation in

evidence collection. CosT

All training and course materials are free to eligible
jurisdictions.
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PER-202 | PERFORMANCE LEVEL COURSE

Managing Civil Actions in Threat Incidents
(MCATI): Protester Devices

Delivered by Community Research Associates, Inc. (CRA),
Nashville, Tennessee

COURSE DESCRIPTION

Law enforcement agencies that handle WMD incidents
are required to address any civil disturbances that
arise as a result of these incidents. Police need to be
trained to understand the principles involved in
MCATI. Poor crowd management within general
proximity of a WMD event can easily exacerbate the
continued spread of chemical or biological
contamination, unless non-public safety persons are
prevented from entering and exiting the threat zone.

Civil action in threat incidents is known by a variety of
names: riot, civil disturbance, or protest. From a small
peaceful assembly to a large, out-of-control, violent
confrontation, public safety officials must be prepared to
handle the incident. This course provides Federal, State, and
local public safety agencies with the skills and tactics
necessary to prepare for and successfully mitigate
protesters and their devices. The course combines
classroom instruction detailing the history of devices, types
of devices, tools to be considered for extrication, and safety
considerations. The majority of the course will be spent in
the field using tools and defeating improvised protester
devices. The primary course objective of this MCATI
program is to teach methods of recognizing, responding to,
and counteracting protester tactics, such as human chains,
barriers, and improvised devices. Additional course topics
will include, but not be limited to, extracting protesters,
disabling devices, diverting attempts to create blockages,
lock picking, teamwork, and power tools/machines.

COURSE OBJECTIVES
< |dentify how and when certain devices and tools
can be applied to restore order.

<+ Demonstrate the ability to safely use specialized
tools and devices to extricate protesters and
restore order.

< Identify and protect protester rights as
guaranteed by the First Amendment while still
conducting extrication procedures.

+ |dentify the legal aspects and actions allowed by
law when dealing with passive resistance.

% |dentify the roles and responsibilities of
individual members of an extrication team.

COURSE LENGTH
24 hours

PREREQUISITE
AWR-103

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
<+ Emergency Management
< Fire Service
% Hazardous Material
< Public Works

CERTIFICATE
CRA Certificate of Completion
(2.4 CEUs)

COURSE DELIVERY
Training will be conducted at local or State training
facilities.

Cost
All training and course materials are free to eligible
jurisdictions.

ODP TRAINING CATALOG PERFORMANCE LEVEL COURSES 2§




PERFORMANCE LEVEL COURSE PER-210

Public Works: Planning for and Responding
to a Terrorism/WMD Incident

Delivered by the National Emergency Response and + Use the jurisdiction’s emergency operations
Rescue Training Center (NERRTC), Texas Engineering plan (EOP)/terrorism incident annex (TIA) and
Extension Service (TEEX), a member of the National the knowledge gained from this course to
Domestic Preparedness Consortium (NDPC) identify specific needs, and develop a public

works action plan to prepare for, respond to, and

COURSE DESCRIPTION recover from a terrorism/WMD incident.

This course focuses on enhancing the capabilities of
public works leadership, in coordination with State and
local emergency response personnel, to plan for, respond
to,and manage a weapons of mass destruction (WMD)
terrorism incident. The course presents the fundamental
skills, knowledge, and attitudes that will be needed by
public works managers and supervisors when they are
called upon to respond to a WMD terrorism incident or
develop a plan to prevent or mitigate a WMD terrorism

COURSE LENGTH
24 hours

PREREQUISITE
AWR-110 and AWR-112

TARGET AUDIENCE/DISCIPLINE
<« Law Enforcement

incident.
< Emergency Medical Services
COURSE OBJECTIVES < Emergency Management
+ Describe the impact a terrorism/WMD incident « Fire Service
will have on public works personnel and + Hazardous Material
resources. % Public Works
+ Delineate and describe the controlling legal + Governmental Administrative
authorities and professional standards that + Public Safety Communications

guide response efforts to a terrorism/WMD
incident, and explain their functions.

% Understand Incident Command System (ICS) for
a terrorism/WMD incident, and describe the
public works relationships with the Incident
Command Post (ICP), the Emergency Operations
Center (EOC), State and Federal agencies, and
the Joint Operations Center (JOC). CosT

% Describe the issues to be considered and All training and course materials are free to eligible
included in developing an effective response jurisdictions.
plan that integrates the full spectrum of the
community’s emergency response capabilities.

CERTIFICATE
TEEX Certificate of Completion

COURSE DELIVERY
This course is delivered by NERRTC instructors at a site
provided by the jurisdiction.
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PER-211 |PERFORMANCE LEVEL COURSE

Emergency Medical Services (EMS) Operations
and Planning for Weapons of Mass Destruction

Delivered by the National Emergency Response and
Rescue Training Center (NERRTC), Texas Engineering
Extension Service (TEEX), a member of the National
Domestic Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This course will equip intermediate and advanced
Emergency Medical Service (EMS) personnel with the skills
needed to ensure proper patient triage and treatment in
the event of exposure to weapons of mass destruction
(WMD). Classroom material will be reinforced with actual
hands-on treatment of patients using a Human Patient
Simulator (HPS) in WMD scenarios. First responders will
use their training to demonstrate proper techniques for

triage, mass decontamination, treatment, and stabilization.

Participants will receive training on the proper techniques
for self-protection and limiting cross contamination.

COURSE OBJECTIVES

< Assess an incident involving a WMD and
determine initial actions after an incident.

< Describe the effects of biological weapons and
implement treatment protocols in accordance
with standard medical practice.

< Describe the effects of nuclear/radiological,
incendiary, chemical, and explosive weapons;
develop and implement patient treatment
plans; and determine the appropriate level of
personal protective equipment (PPE).

< Determine the most effective decontamination
method and procedures for a WMD incident.

< Determine hospital requirements and locate
local hospital and medical resources to support
WMD incident response operations.

COURSE LENGTH
24 hours

PREREQUISITE

AWR-110 and AWR-111

Participants must also hold one of the following
healthcare licenses and/or certifications: EMT-B, EMT-1,
EMT-P, LPN., R.N., PA.,, or M.D.

TARGET AUDIENCE/DISCIPLINE
< Emergency Medical Services
% Health Care
< Public Health

CERTIFICATE
TEEX Certificate of Completion
(3.2 CEUs)

COURSE DELIVERY
Training is delivered at a training facility provided by
the jurisdiction.

Cost
All training and course materials are free to eligible
jurisdictions.
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PERFORMANCE LEVEL COURSE

PER-220

Delivered by Louisiana State University (LSU), National
Center for Biomedical Research and Training (NCBRT), a
member of the National Domestic Preparedness
Consortium (NDPC)

COURSE DESCRIPTION

The primary purpose of the Emergency Response to
Domestic Biological Incidents course is to assist
emergency responders and local government officials
in developing a plan of action in dealing with future
bioterrorist attacks through an understanding of what
a biological attack is, what it can do, and how best to
deal with its consequences. The objective of the course
is to provide a balanced view of the risks and threats
associated with a biological incident and to highlight
some of the techniques currently being used to
counter the problem.

COURSE OBJECTIVES

< Understand the common misconceptions and
realities about bioterrorism and how to
communicate with the public on these issues.

< Understand the differences among bacteria,
viruses, and toxins.

< Understand the difference between infection
and contagion.

< Know the most likely bioterrorism agents and
how to respond to them.

Emergency Response to Domestic
Biological Incidents — Operations Level

< Understand which diseases are likely to be fatal
and which are likely to be debilitating, and how
to reduce the negative effects.

COURSE LENGTH
24 hours

PREREQUISITE
Successful completion of a WMD Awareness Course
(AWR-100, AWR-101, AWR-102, AWR-110, or AWR-120)

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Emergency Management
< Fire Service
% Hazardous Material
< Governmental Administrative
% Health Care
% Public Health

CERTIFICATE

LSU National Center for Biomedical Research and
Training Certificate

(2.4 CEUs)

COURSE DELIVERY
Training is provided onsite at requesting agencies.

Cost
All training and course materials are free to eligible
jurisdictions.
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PER-221 |PERFORMANCE LEVEL COURSE

Weapons of Mass Destruction Tactical
Operations Course — Technician Level

Delivered by Louisiana State University (LSU), Academy
of Counter-Terrorist Education (ACE), a subdivision of
the National Center for Biomedical Research and
Training (NCBRT), a member of the National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This tactical operations course is a Technician Level
course designed to prepare tactical Law Enforcement
teams to perform their functional roles during tactical
operations involving terrorist use of weapons of mass
destruction (WMD). Students are expected to incorporate
appropriate actions, required by the complexities and
uniqueness of a WMD incident, into individual actions
and team tactical objectives.

Course content is supported by a comprehensive analysis
that includes data from tactical operations organizations
and WMD subject matter experts. Training activities
include both classroom instruction and “hands-on”
practical exercises that require tactical police operations in
aWMD environment. The course addresses the following
topics: threat, WMD agents, agent detection, personal
protective equipment (PPE), tactical decontamination, self-
administered first aid, and tactical imperatives associated
with performance in contaminated environments. The
course also includes a final performance test designed to
ensure that the participants have attained course
objectives. The comprehensive performance test requires
participants to demonstrate competencies related to the
course goal and objectives. The course is designed for
training at a centralized city, county/parish, or State
location, or at multiple locations at selected training sites.

COURSE OBJECTIVES
< Identify and recognize WMD materials (Chemical,
Biological, Radiological) and associated laboratory
equipment and the hazards that they pose to the
tactical operator
< Be able to understand detection and monitoring
required in a potential WMD environment

< Demonstrate skills necessary to conduct tactical
missions in hazardous and WMD environments

+ Describe the process of selecting the appropriate
level of PPE required in various WMD environments

< Demonstrate skills necessary for basic and
emergency decontamination

COURSE LENGTH
40 hours

PREREQUISITE

< Sworn member of a State or local law
enforcement agency and currently assigned and
functioning as an integral part of a fully
operational law enforcement tactical team

+ Completion of course AWR-120 or AWR-121

+ Completion of a training program in basic
tactical operations

< Completion of medical questionnaire verifying
physical fitness to work in PPE, including
negative and/or positive pressure respirator

< Completion of mask fit test

TARGET AUDIENCE/DISCIPLINE
This course is designed for teams only.
< Law Enforcement

CERTIFICATE
LSU Academy of Counter-Terrorist Education Certificate
(4.0 CEUs)

COURSE DELIVERY
Training is provided onsite at requesting agencies.

Cost
All training and course materials are free to eligible
jurisdictions.
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PERFORMANCE LEVEL COURSE

PER-222

Delivered by Louisiana State University (LSU), National
Center for Biomedical Research and Training (NCBRT), a
member of the National Domestic Preparedness
Consortium (NDPC)

COURSE DESCRIPTION

This course is designed to teach effective, consistent,
and practical procedures necessary in surveying and
sampling for biological incidents. These procedures
will teach consistent, protocol-driven processes that
will guide responders and investigators (law
enforcement/justice, public health, and animal health)
as they manage the event. Students will learn uniform
sample/specimen handling (chain-of-custody),
analysis, and reporting. The procedures demonstrate
rationale designs based on fundamental
understanding of the biology of the agents and their
persistence in the environment, coupled with sound
forensic practices that are consistent with established
law enforcement investigative processes. Applicable
standards and regulations outlining the core
competencies at the Technician Level for emergency
responders are used in modifying and delivering this
course. The NCBRT will deliver courses at sites
throughout the ten Federal regions in conjunction
with the LSU Health Sciences Center and the LSU
School of Veterinary Medicine.

COURSE OBJECTIVES

< Respond effectively to incidents involving
biological agents

% |dentify and preserve evidence associated with a
biological incident

< Implement safe, effective and forensically sound
procedures during biological and chemical
sampling and survey operations, including
maintaining a sample chain of custody

Public Safety Response — Sampling
Techniques and Guidelines

% Assist law enforcement, public health and
medical operations at an emergency responder
level and help coordinate with other emergency
services personnel

< Employ procedures and measures to provide
effective self-protection and protect the public
from hazards caused by biological and chemical
incidents

COURSE LENGTH
32 hours

PREREQUISITE

Participants must be certified HazMat Technicians and
must have successfully completed a WMD Operations
Performance Level A training course.

TARGET AUDIENCE/DISCIPLINE
< Hazardous Material

CERTIFICATE

LSU National Center for Biomedical Research and
Training Certificate

(3.2 CEUs)

COURSE DELIVERY
Training is provided onsite at requesting agencies.

Cost
All training and course materials are free to eligible
jurisdictions.
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PER-224 | PERFORMANCE LEVEL COURSE

Computer-Aided Management of Emergency
Operations (CAMEO) -

Delivered by Louisiana State University (LSU), Academy
of Counter-Terrorist Education (ACE), a subdivision of
the National Center for Biomedical Research and
Training (NCBRT), a member of the National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

CAMEO is a system of software applications used to
plan for and respond to chemical emergencies. It is
one of the tools developed by EPA's Chemical
Emergency Preparedness and Prevention Office
(CEPPO) and the National Oceanic and Atmospheric
Administration (NOAA) to assist front-line chemical
emergency planners and responders. CAMEO can be
used with other computer applications to access, store,
and evaluate information critical for developing
emergency plans. In addition, CAMEO supports
regulatory compliance by helping users meet the
chemical inventory reporting requirements of the
Emergency Planning and Community Right-to-Know
Act (EPCRA), and it can be used with other software
packages to display EPA environmental databases and
demographic/economic information.

The CAMEO system integrates a chemical database
and a method to manage the data, an air dispersion
model, and a mapping capability sharing critical
information in a timely fashion. The CAMEO system is
available in Macintosh, Windows, and DOS formats.

COURSE OBJECTIVES

< Identify the resources available through CAMEO
to assist with emergency operations prior to and
during a WMD incident

< Disseminate all relevant information concerning
a potential WMD incident in the local
community, including information required to
coordinate and execute an effective initial
response

< ldentify and report relevant information
concerning a WMD incident to dispatchers and

Operations Level

supervisors in a complete, accurate and timely
manner

< Employ information at the community level for
planning and response operations with first
responders (police, firefighters, medical
personnel and other emergency services
personnel)

< ldentify the type of data needed by state and local
officials interested in preparing, reviewing or
updating a local emergency WMD response plan

TERMINAL LEARNING OBJECTIVES

< Review the basic elements for the CAMEO
programs (CAMEO, ALOHA, and MARPLOT), and
discuss how they can be used to enhance local
WMD emergency planning and response plans

< Develop recommendations for addressing
anticipated problems and issues in the
development and use of CAMEO as a tool in local
and State WMD planning and response activities

< Explain the value of using CAMEO as a decision
support system

« Describe four potential scenarios for terrorist
attacks in communities within the United States

< Examine the nature and characteristics of the
Routes Module in CAMEO and discuss how this
information can assist in a community hazards
analysis of WMD threats

+ Review the nature and characteristics of the
Special Locations, Contacts, and Resources
Modules in CAMEO and explain how they could
be used to enhance emergency planning,
response, and recovery efforts associated with
WMD threats

« Create a community profile using MARPLOT; as a
part of the community vulnerability assessment
process, the profile must explain how the
community is characterized by its property,
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geography, infrastructure, demographics, and CERTIFICATE

resources LSU Academy of Counter-Terrorist Education Certificate
+ Explain the purpose, characteristics, and (2.4 CEUs)
limitations of ALOHA and its uses in WMD
emergency response, recovery, and planning COURSE DELIVERY
activities Training is provided onsite at requesting agencies.
Cost

COURSE LENGTH

24 hours All training and course materials are free to eligible

jurisdictions.

PREREQUISITE
AWR-100 or AWR-110

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Emergency Management
< Fire Service
% Hazardous Material
< Public Works
< Governmental Administrative
< Public Safety Communications
% Health Care
% Public Health
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PER-225 [PERFORMANCE LEVEL COURSE

Law Enforcement Response to Weapons of
Mass Destruction — Operations Level

Delivered by Louisiana State University (LSU), Academy
of Counter-Terrorist Education (ACE), a subdivision of
the National Center for Biomedical Research and
Training (NCBRT), a member of the National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This course is designed to improve the capabilities of
emergency services agencies to respond to WMD
incidents by providing operations-level training to law
enforcement personnel.

The primary purpose of the course is to teach lTaw
enforcement trainers the appropriate action(s) at

the scene of a suspected terrorist WMD incident.
Trainers/Students will be taught to understand

and recognize terrorism, defensive considerations
(chemical, biological, radiological, nuclear, and
explosive), and control issues associated with WMD
activity. Applicable standards and regulations outlining
the core competencies at the Operations Level for
emergency responders will be used in modifying and
delivering this course. Trainers will be taught training
methodologies to teach their law enforcement officers
in such areas as: recognition of a WMD incident,
implementing self-protection measures, securing the
scene, notifying appropriate local, State, and/or Federal
authorities, and the transition phases from an
emergency incident to a recovery incident.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)

courses for their agency and surrounding jurisdictions.

All training materials required for indirect course
delivery by certified instructors are furnished through
the Academy of Counter-Terrorist Education.

TRAIN-THE-TRAINER

COURSE OBJECTIVES

< Identify indicators of a possible weapon of mass
destruction incident and describe the effects of
such weapons

« Collect all relevant information concerning a
weapon of mass destruction incident—
including information required to coordinate
and execute an effective initial response and
information necessary to conduct a successful
criminal investigation

« Collect all relevant information concerning a
weapon of mass destruction incident—
including information required to coordinate
and execute an effective initial response and
information necessary to conduct a successful
criminal investigation

<+ Employ effective self-protection procedures for a
weapon of mass destruction incident

+ |dentify evidence associated with a weapons of
mass destruction incident

COURSE LENGTH
20 hours

PREREQUISITE

AWR-120

Course participants must be commissioned law
enforcement officers or personnel employed by an
emergency response agency. Participants who are
seeking certification to teach Awareness-level material
associated with this program must have completed a
recognized instructor training program and/or be
certified or designated as a “trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
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CERTIFICATE
LSU Academy of Counter-Terrorist Education Certificate

(2.0 CEUs)

COURSE DELIVERY
Training is provided onsite at requesting agencies.

Cost
All training and course materials are free to eligible

jurisdictions.

34 PERFORMANCE LEVEL COURSES ODP TRAINING CATALOG



PER-226 | PERFORMANCE LEVEL COURSE

Advanced Chemical and Biological Integrated
Response Course (ACBIRC) -

Delivered by U.S. Army Dugway Proving Ground (DPG),
Special Programs Division (SPD)

COURSE DESCRIPTION

This course is designed to provide students with
hands-on problem-solving opportunities regarding
chemical and biological incident response. This course
will introduce topics and information, provide
laboratory experiences, and culminate with a free-play
exercise to practice concepts taught in the classroom
and laboratory. Dugway Proving Ground (DPG), West
Desert Test Center (WDTC) Special Programs Division
(SPD), currently provides many of the Nation’s
protectors with state-of-the-art advanced Chemical
and Biological Counter-Terrorism courses. These Ph.D.-
taught courses provide lectures and hands-on training
in chemical and biological environments, focusing on
agent characteristics, sampling, protection, detection,
decontamination, and signatures. Onsite courses allow
students to work in a controlled environment with live
agents in biological level 2 and 3 laboratories, and to
research, develop, test, and evaluate (RDTE) solutions in
certified chemical facilities. Biological and chemical
simulants laced with tracers are used to enhance
practical exercises for real-time readings and realism
of the training.

Technician Level

COURSE OBJECTIVES

< Provide a hands-on training environment,
focused on chemical and biological detection,
signature, and sampling, for first responders in
order to enhance their readiness to respond to a
domestic chemical or biological terrorist attack.

< Provide opportunities to participate in realistic
practical exercises to test tactical skills in the
detection, forensic sampling, and packaging of
agents in biological and chemical scenarios.

COURSE LENGTH
40 hours

PREREQUISITE
Participants must be certified HazMat Technicians, and
have successfully completed PER-222.

TARGET AUDIENCE/DISCIPLINE
<« Hazardous Material

CERTIFICATE
ACBIRC Certificate

COURSE DELIVERY
Delivered at the U.S. Army Dugway Proving Ground,
West Desert Test Center.

Cost
All training, course materials, equipment, and housing
are free to eligible jurisdictions.
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PERFORMANCE LEVEL COURSE

PER-230

TRAIN-THE-TRAINER

Delivered by the New Mexico Institute of Mining and
Technology (NMT), Energetic Materials Research and
Testing Center (EMRTC), a member National Domestic
Preparedness Consortium (NDPC)

COURSE DESCRIPTION

This is a technical Operations Level course designed to
provide advanced training in weapons of mass
destruction (WMD), focusing on explosives and
incendiary devices as terrorist weapons. The course
features a unique blend of classroom presentations,
field laboratories, a case study, and practical exercises
designed to familiarize participants with commercial
and military explosives, improvised explosive devices,
and readily available explosive formulations that have
been used or could be used by terrorists. The training
also focuses on policies and procedures that support
effective and safe response to terrorist bombing
incidents.

Upon completion of the Train-the-Trainer course,
participants are then eligible to conduct (indirect)

courses for their agency and surrounding jurisdictions.

All training materials required for indirect course
delivery by certified instructors are furnished through
the NMT, EMRTC.

COURSE OBJECTIVES

% Provide participants with the skills and
knowledge necessary to evaluate and respond
effectively to incidents of terrorism that involve
energetic materials and other WMD.

< Prepare participants to present Awareness Level
training to personnel in their departments on
procedures for responding to WMD incidents
involving energetic materials.

% Instill in participants a respect for the
destructive potential of explosive materials that
could be used by terrorists in a WMD incident.

Incident Response to Terrorist
Bombings — Operations

COURSE LENGTH
34 hours

PREREQUISITE

Participants must have experience as a firefighter, law
enforcement officer, emergency medical/rescue
specialist, training officer, or hold a position with
responsibility for providing response at the local or
State levels.

Participants who are seeking certification to teach
Awareness-level material associated with this program
must have completed a recognized instructor training
program and/or be certified or designated as a
“trainer” by their agency.

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
< Fire Service
% Hazardous Material

CERTIFICATE

New Mexico Institute of Mining and Technology,
Energetic Materials Research and Testing Center
Certificate (3.0 CEUs)

COURSE DELIVERY

Delivered at the New Mexico Institute of Mining and
Technology, Energetic Materials Research and Testing
Center, Socorro, New Mexico

Cost
All training, course materials, equipment, and housing
are free to eligible jurisdictions.

36 PERFORMANCE LEVEL COURSES ODP TRAINING CATALOG



PER-240 | PERFORMANCE LEVEL COURSE

WMD Radiological/Nuclear Responder
Operations Course

Delivered by the U.S. Department of Energy (DOE)
National Nuclear Security Administration, Nevada
Operations Office (NNSA/NV), National Center for
Exercise Excellence (NCEE), a member of the National
Domestic Preparedness Consortium (NDPC), through
Bechtel Nevada (BN), Counter-Terrorism Operations
Support (CTOS)

COURSE DESCRIPTION

This course covers a weapons of mass destruction
(WMD) overview for the first responder and focuses on
basic radiological detection, survey instruments, risk-
based response, crime-scene preservation, personal
protective equipment (PPE), radiological decontamination,
and mitigation of radiological incidents. The course will
provide classtoom instruction and scenario-driven, hands-
on, performance-oriented practical exercises. There will
be a culmination exercise that includes radiological
sources, explosives, smoke, pyrotechnics, emergency
response vehicles, and role players.

COURSE OBJECTIVES
< Describe the radiological/nuclear threat of WMD
and its potential impact on the community.
% Describe the fundamentals of radiation and

protective strategies in a radiological environment.

< Demonstrate proper survey techniques to
accurately identify the types of radiological/nuclear
material and determine its human hazard.

< Explain the health, medical, and psychological
effects on the responders and victims in a
radiological/nuclear incident.

< Demonstrate the procedure for selecting,
donning, and doffing of PPE for a
radiological/nuclear environment.

+ Given a radiological WMD scenario, conduct
personnel and equipment decontamination.

+ Describe the issues and considerations
associated with managing large-scale
radiological/nuclear incidents.

+ Describe the effects of a radiological dispersal
device (RDD).

< Determine tactical considerations to respond to
radiation incidents based upon information
from previous modules.

COURSE LENGTH
32 hours

PREREQUISITE
AWR-140

TARGET AUDIENCE/DISCIPLINE
% Law Enforcement
< Emergency Medical Services
% Fire Service
< Hazardous Material

CERTIFICATE
U.S. Department of Energy, National Center for Exercise
Excellence, Nevada Test Site Certificate (3.2 CEUs)

COURSE DELIVERY
Training will be conducted onsite at local training
facilities.

Cost
All training and course materials are free to eligible
jurisdictions.
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PER-241

Delivered by the U.S. Department of Energy (DOE)
National Nuclear Security Administration, Nevada
Operations Office (NNSA/NV), National Center for
Exercise Excellence (NCEE), at the Nevada Test Site (NTS),
a member of the National Domestic Preparedness
Consortium (NDPC), through Bechtel Nevada (BN),
Counter-Terrorism Operations Support (CTOS)

COURSE DESCRIPTION

This course covers WMD training for the HazMat
technician and focuses on the current threat of
radiological or nuclear attacks, fundamental principles
of ionizing radiation, biological health and medical
effects of radiological and nuclear material, hazard and
risk assessment, entry and egress planning
considerations, radiological survey instruments,
dosimetry, appropriate situation-dependent personal
protective equipment (PPE), radioactive waste-related
transportation issues, and radiological decontamination
considerations. The course will provide classroom
instruction and scenario-driven hands-on practical
exercises with a culmination exercise that includes
radiological sources, smoke, emergency response
vehicles, and role players.

WMD Radiological/Nuclear Course for
HazMat Technicians

COURSE OBJECTIVES

+ Describe the radiological/nuclear threat of
WMD and its potential impact on the
community.

< Discuss responsibilities for maintaining
exposures to radiation and radioactive material
As Low As Reasonably Achievable (ALARA).

+ Explain the health effects of ionizing radiation
and operational considerations for HazMat
technicians and victims in a WMD
radiological/nuclear incident.

< Apply time, distance, and shielding concepts to
reduce exposure while operating in a radiation
environment.

+ Operate a variety of radiological instruments to
determine the presence and quantity of
radiation.

< Use survey techniques to determine radiological
hazards and to make tactical decisions.

« Describe the design and construction features
of containers used for radiological/nuclear
material.

< Describe the issues and considerations
associated with managing large-scale
radiological/nuclear incidents and apply to
large-scale scenarios.

< Conduct personnel and equipment decon given
a radiological WMD scenario.

< Describe the effects of a radiological dispersal
device (RDD).

< Formulate the basic tactical procedures for
handling a WMD radiological/nuclear incident.
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COURSE LENGTH COURSE DELIVERY
32 hours Delivered at the U.S. Department of Energy, National
Center for Exercise Excellence, Nevada Test Site.

PREREQUISITE

OSHA Certified Hazardous Materials Technicians Cost
All training and course materials are free to eligible
TARGET AUDIENCE/DISCIPLINE jurisdictions.

< Fire Service
% Hazardous Material

CERTIFICATE
U.S. Department of Energy, National Center for Exercise
Excellence, Nevada Test Site Certificate (3.2 CEUs)
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PER-242

Delivered by the U.S. Department of Energy (DOE)
National Nuclear Security Administration Nevada
Operations Office (NNSA/NV), National Center for
Exercise Excellence (NCEE), a member of the National
Domestic Preparedness Consortium (NDPC) through
Bechtel Nevada (BN), Counter-Terrorism Operations
Support (CTOS).

COURSE DESCRIPTION

This course is tailored to fit the individual community
and other levels of government in the conduct of
weapons of mass destruction (WMD) mitigation and
consequence management exercises. Personnel will
learn the foundation for presentations, discussions,
control, and evaluations to enhance the skill of local
exercise planners to develop, prepare, and execute a
WMD exercise at their locations and at the Nevada
Test Site during the exercise practicum.

COURSE LENGTH
24 hours

PREREQUISITES
AWR-110, AWR-111, or other related WMD Awareness
level courses

WMD Exercise Development Course
Mobile Training Team

TARGET AUDIENCE/DISCIPLINE
< Law Enforcement
< Emergency Medical Services
<+ Emergency Management
< Fire Service
% Hazardous Material
< Public Works
< Public Safety Communications
< Health Care
% Public Health

CERTIFICATE
U.S. Department of Energy, National Center for Exercise
Excellence, Nevada Test Site Certificate (2.8 CEUSs)

COURSE DELIVERY
Delivered at the participant’s location.

Cost
All training and course materials are free to eligible
jurisdictions.
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Emergency Response to Terrorism:
Operations Course

«

# Understand and can describe the APIE (analyze,
All instructors were very informative and plan, implement, and evaluate) response

made all points clear” process.
< Able to recognize threat characteristics (traits

and/or properties that make weapons
dangerous) of the four basic types of WMD.

Laredo Fire Department

Delivered by the International Association of

Firefighters (IAFF), Alexandria, Virginia COURSE LENGTH
16 hours
COURSE DESCRIPTION
Using the same principles and design characteristics PREREOUISITE
as the IAFF Hazardous Materials training programs, AWR-100
the IAFF developed the weapons of mass destruction
(WMD) training course, Emergency Response to TARGET AUDIENCE/DISCIPLINE

Terrorism: Operations, a Safe Response for Public
Safety Personnel. The course empowers students to
draw on their experiences and knowledge, use their
available resources, and make calculated decisions
about safe response actions. The course focuses on a
specific audience (i.e., first responders) and

% Law Enforcement

< Emergency Medical Services
<+ Emergency Management

< Fire Service

< Hazardous Material

emphasizes the safety and health of these + Governmental Administrative
professionals. It builds on basic skills and knowledge,

while introducing and teaching characteristics, CERTIFICATE

hazards, and mitigation tactics specific to WMD IAFF Certificate of Completion

incidents. In addition, it incorporates operations-level
hazardous materials refresher information throughout | COURSE DELIVERY

each unit, reinforcing basic response protocols. Training will be conducted at local or state training
facilities.
COURSE OBJECTIVES
< Can identify the four types of terrorism. CosT
< Able to identify the facilities most commonly All training and course materials are free to eligible

associated with terrorism. jurisdictions.

< Can make hazard-based risk versus benefit
decisions.
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